
 

 
E-Safety Policy 

 

‘Keeping learners safe whilst acknowledging the benefits and opportunities which new 
technologies offer to teaching and learning’ 

 
POLICY STATEMENT Introduction  
 
NTG’s e-safety policy runs in conjunction with the  

● The Children Act 2016 

● UN Convention on the Rights of the Child 1991  
● Data Protection Act 2018 and General Data Protection Regulations (GDPR)  
● Sexual Offences Act 2003  
● Protection of Freedoms Act 2012  
● Education Act 2005 

● Human Rights Act 1998  
● Health and Social Care Act 2008  
● Domestic Violence, Crime and Victims Act 2012  
● Statutory Guidance Working Together to Safeguard Children 2018 (previous versions: 1999, 

2006, 2010, 2013,2014 and 2015)  
● Keep Children Safe in Education 2020 (this replaces previous versions: 2014, 2015, 2018 and the 

Safeguarding Children and Safer Recruitment in Education 2006) 

● Information Sharing Advice for Practitioners Providing Safeguarding Services to Children, Young 
People, Parents and Carers 2018 

● The Care Act 2014  
● The Mental Capacity Act 2005  
● The “No Secrets” guidance, which sets out a code of practice for the protection of vulnerable 

adults  
● Counter Terrorism and Border Security Act 2019  
● Contest 2018  
● Work Based Learners and Prevent Statutory Duty guidance for providers 2018 

● Equality Act 2010  
● Modern Slavery Act 2015 

● Mandatory reporting of FGM (Nov 16)  
● Prevent Duty 2019 update  
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● Coronavirus (COVID-19) – Safeguarding in schools, colleges and other providers 2020 

● NTG’s Safeguarding Children, Young People and Vulnerable Adults Policy December 2020 

 

This policy is intended to reinforce the importance to all colleagues at NTG Training Ltd of being 
aware of the potential safeguarding issues and potential abuse and bullying surrounding 
learners and the use of ICT. In our policy we set out the principles we will follow to ensure that 
not only do we meet our obligations under the above legislation, but that we improve the 
outcomes for learners by the delivery of better care, services and education.  This can only be 
achieved if learners are safe from harm; therefore safeguarding the welfare of learners is 
central to our business. In order to do this we will ensure that sufficiently experienced and 
competent individuals are involved in all areas of the organisation where there is any contact 
with learners, and that there are a number of Designated Safeguarding Officers      
  
Roles and Responsibilities for E Safety at NTG Training.  
 
Safeguarding Lead –  Barbara Lovering - barbara.lovering@ntgtraining.co.uk 
 

Deputy safeguarding officer – Claire Davenport, Quality Manager 
- claire.davenport@ntgtraining.co.uk 
 
The Designated Safeguarding team is responsible for the E-Safety education of all learners.  
Tutors and Assessors are responsible for monitoring, and E-Safety education within their 
lessons and support sessions.  
 
 
E-safety  
Aim:  

● To ensure all colleagues have a good understanding of e-safety, in particular the types of 
dangers learners may face.  

 
● To ensure all colleagues know what to do in the event of an e-safety incident.  
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● To ensure we make our learners aware of the potential dangers they face and how they 

can protect themselves.  
● To ensure that all colleagues and learners use ICT systems, including accessing the 

internet and using mobile devices, in accordance with procedures. All colleagues agree 
to an internet usage policy during their induction before they are permitted to use any 
ICT systems at NTG Training Ltd.  

 

Potential Dangers  
 
The development and expansion of the use of ICT, particularly of the internet, social media sites 
and mobile devices, has transformed learning in recent years.  Learners need to develop high 
level ICT skills, not only to maximise their potential use as a learning tool, but also to prepare 
themselves as lifelong learners and for future employment.   
 
There is a large body of evidence that recognises the benefits that ICT can bring to teaching and 
learning. The benefits are perceived to “outweigh the risks.”  However, through internal 
training and through our e-safety policy, we ensure that we meet the statutory obligations to 
ensure that learners are safe and are protected from potential harm.  
 
However, the use of these new technologies can put learners at risk within and outside NTG 
Training Ltd centres.  Some of the dangers they may face include:  
 

● Access to illegal, harmful or inappropriate images or other content.  
● Unauthorised access to/loss of/sharing of personal information.  
● The risk of being subject to grooming by those with whom they make contact on the 

internet, through social media sites and on mobile devices.  
● The sharing/distribution of personal images without an individual’s consent or 

knowledge.  
● Inappropriate communication/contact with others, including strangers.  
● Cyber-bullying.  
● Access to unsuitable video/internet games/films.  
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● An inability to evaluate the quality, accuracy and relevance of information on the 

internet.  
● Plagiarism and copyright infringement.  
● Illegal downloading of music or video files.  
● The potential for excessive use, which may impact on the social and emotional 

development and learning of the individual.  
As with all other risks, it is impossible to eliminate them completely. It is therefore essential, 
through good educational provision, to build learner’s understanding of the risks to which they 
may be exposed, so that they have the confidence and skills to face and deal with these risks.    
 

To fulfil our aims we will:  
 
1. NTG Training will ensure that e-safety is adhered to and issues dealt with accordingly and 
will:  
 

● take day to day responsibility for e-safety issues and have a leading role in establishing 
and reviewing e-safety policies / documents.  

● ensure that all colleagues are aware of the procedures that need to be followed in the 
event of an e-safety incident taking place.  

● provide training and advice for colleagues.  
● liaise with the Local Authority if required. 

 
2. Ensure that teaching and support colleagues take responsibility for ensuring that:  
 

● they have an up to date awareness of e-safety matters and of the current e-safety 
policy and practices.  

● they report any suspected misuse or problem to the Safeguarding Team for 
investigation.  

● digital communications with students / pupils (email / Virtual  Learning Environment 
(VLE) / voice) should be on a professional level and only carried out using official 
systems.   

● e-safety issues are embedded in all programmes through ‘Topic of the Months’.  
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● they are aware of e-safety issues related to the use of mobile phones, cameras and 

hand held devices and that they monitor their use and implement current policies with 
regard to these devices.  

 
 
 
 
4. Ensure that learners:  
 

● have a good understanding of research skills and the need to adhere to the Plagiarism 
Policy. 

● understand the importance of reporting abuse, misuse or access to inappropriate 
materials and know how to do so.  

● understand the importance of adopting good e-safety practice when using digital 
technologies.   

 
5. Ensure that all colleagues understand their responsibilities, as outlined in this policy. 
 Training will be offered as follows:  
 

● a planned programme of e-safety training will be made available to staff.  
● all new staff should receive e-safety training as part of their induction programme, 

ensuring that they fully understand NTG’s e-safety policy. 
● this E-Safety policy and its updates will be presented to and discussed by staff in team 

meetings.  
● The designated Safeguarding Team will provide advice / guidance / training to 

individuals as required.  
 
Cyber bullying is bullying through the use of communication technology e.g. mobile phone 
text messages, social media sites, twitter, e-mails or websites. This can take many forms for 
example:  
 

● Sending threatening or abusive text messages or e-mails, personally or anonymously.  
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● Making insulting comments about someone on a website, social networking site (eg: 

Facebook, twitter etc.) or online diary (blog).  
● Making or sharing offensive or embarrassing videos or photographs of someone via 

mobile phone or e-mail.  
● It should be noted that the use of ICT to bully could be against the law.   
● Abusive language or images, used to bully, harass or threaten another, whether spoken 

or written (through electronic means) may be libellous, may contravene the Harassment 
Act 1997 or the Telecommunications Act 1984.   

● Bullying is based on unequal power relations, real or perceived. It will usually be 
repeated and be difficult to defend against. It is intended to hurt the bullied emotionally 
and/or physically.   

● “Bullying can be done verbally, in writing or images, including through communication 
technology (cyber bullying) e.g.: graffiti, text messaging, e-mail or postings on websites. 
It can be done physically, financially (including damage to property) or through social 
isolation. Verbal bullying is the most common form.    

 
 
If a bullying incident directed at a learner occurs using email or mobile phone technology:   

 
1. Advise the learner not to respond to the message.  
2. Refer to relevant policies including e-safety/Safeguarding/Bullying and Harassment Policy.  
3. Report to Lead Designated Safeguarding Officer.  
4. Secure and preserve any evidence. 
5. Report to Local Authorities if required. 
 
If malicious or threatening comments are posted on an Internet site about a learner or 
member of staff you need to:  
 
1. Inform and request the comments be removed if the site is administered externally.  
2. Secure and preserve any evidence.  
3. Send all the evidence to COPD (Child Exploitation and Online Protection Centre part of NCA 
national Crime Agency).  
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4. Endeavour to trace the origin and inform police as appropriate.  
5. Inform Designated Safeguarding Officer.  
  
 
Useful links  
http://www.ceop.gov.uk/ http://www.childnet-int.org/   
 
RESPONSIBILITIES OF COLLEAGUES   
All NTG Training Ltd colleagues must ensure that they follow the processes for ensuring 
learners are safe when using ICT and social media platforms and that any and all e-safety 
concerns are reported as described in the policy.  
All NTG Training Ltd colleagues must ensure that they follow the guidelines outlined in the 
policy for conduct, behaviour and interaction with our learners.   
 
RESPONSIBILITY OF THE NTG TRAINING LTD 
To ensure that training is available for all colleagues who have a direct responsibility for 
supporting learners to ensure they meet the requirements laid out in the statutory legislation 
and described in the policy.  
To ensure that the policy is reviewed and updated at least annually to reflect changes to 
legislation and recommended practices by governing bodies such as OFSTED, SFA. 
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